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AHHOTANUA

JlaHHBI  OKyMEHT COAEPXHT pPYKOBOJACTBO IO HCIOIB30BAaHHWIO  yTWJINTHI  rush,
MPeAHa3HAYCHHON A KOHTPOJSA LEJNIOCTHOCTH COCTaBa IPHKIAJHOTO MPOrPAaMMHOTO OOECHEeYeHUs
cpeactB kpuntorpaduueckord 3ammtel uHpopmammu (CK3U) «Kpunro-KOM 3.5» (BapuanTsl
UCTIONHEeHu 1, 2).

KoHTpOonb IIETIOCTHOCTH, BBIMOMHAEMBIN C MOMOIIBIO YTHINTHI rush, oOecrieunBaercst 3a cueT
BBIYMCIICHUS 3HAYCHUH XOII-(QYHKOIMH A1 KOHTPOIHPYEMbIX (DailloB M CpaBHEHMS IOIYYEHHBIX
3HAYEHMH C 3apaHee BHIYNCICHHBIMH ITAJOHHBIMHU 3HAUCHHSIMU.

YTunura  KOHTPOJS — LEJIOCTHOCTH  BXOAWT B KOMIUIGKT  IIOCTaBKM  OMOIMOTEKH
kpuntorpaduueckux npeodpazosanuii «Kpunro-KOM 3.5» (BapuanTtsl ucriosnsenus 1, 2).
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1. OBIIMUE CBEJIEHUs

CK3U «Kpurrro-KOM 3.5» (BapraHTBI UCTIONMHEHHUS 1, 2) BKITIOYAET CPEACTBO KOHTPOJIS LIETIOCTHOCTH,
BBINIOIHEHHOE B BHZE YTHIATHL FUSh. YTusmira rush obecrieurBaeT BBIYUCICHAE 3HAYCHHH X3II-(DYHKIMH TSI
TIPOM3BOJIBHBIX (haiiioB ¢ ucronmp3oarreM amopurmoB ['OCT P 34.11-94 [1], TOCT P 34.11-2012 [2].

Vruura rush mpencraBmsier co0oif KOHCONBHOE HPHIOKEHHE, T.€. OCYIIECTBISICT II€Yarh
BBIXOHBIX JJAHHBIX B CTAaHJAPTHBINA BBIBOJ.

2.  OINMUCAHHUE IIPUMEHEHUS

3anyck yTHAUTHI FUSh MPOU3BOAMTCS M3 KOMAHAHON CTPOKH.
ITpu 3TOM MpexyCMOTPEHO [1Ba PEKMMa PadOTHI:

® DPEXHM BBIYUCICHUS! KOHTPOJIEHBIX CYMM;
® PEXHUM KOHTPOJIA IETOCTHOCTH (haioB.

2.1. BbluncieHHe KOHTPOJIbHBIX CYMM

®dopmMar 3aIycKa yTHINTHI IPU BBIYUCIEHUU KOHTPOJIbHBIX CYMM MMEET CIEAYIOIUN BUL;

rush [-a|-t| -gostr3411-94|-gostr3411-2012-256|-gostr3411-2012-512] [-r] [<file>|<dir>|-I

<list>] ...

rac

file - umsl (aiina;

dir - IMs Karajora;, MpH 3TOM 00paboTke moaie:kaT Bce (Gailibl, comepikamiuecs B
yKa3aHHOM KaTaJore;

-r - 00pabaThIBaTh KaTalord peKypCHUBHO;

list - UM (Qailia, coJepKaliero Cnucok (aiioB U KaTajloroB, HOAJEKALIMX KOHTPOJIIO;

Kakoe uMs (aiiia Win KaTajuora NpUBOJUTCS B OTAENBHON CTPOKE; IyCThIE CTPOKH,
a Tak)Ke CTPOKH, HAUMHAIOIIHNECS C CUMBOJA ‘#’°, HITHOPUPYIOTCS;

-gostr3411-2012-256 - ucnonszosats TOCT P 34.11-2012 (256 6wur) [2];
-gostr3411-2012-512 - ucnomaszoBats I'OCT P 34.11-2012 (512 6wur) [2].
-gostr3411-94 - ucmonszoats OCT P 34.11-94 [1];

-a -ucnonp3oBath Mt [OCT P 34.11-94 y3me1 3aMeHBl OJOKa IOJCTaHOBKH
id-GostR3411-94-CryptoProParamSet;
-t - ucnoip3oBath st [OCT P 34.11-94 tecToBbIE y3/bI 3aMEHBI 06JI0KA MOJICTAHOBKH,

Pesynprar paGoTel rUSh BBIBOJUTCSA Ha KOHCOJb MOCTPOYHO - YHCIO CTPOK PAaBHO YHCITY
KOHTPOJHPYEMbIX (HaiiyioB, 3a1aBacMbIX MPH 3aIyCKE YTUINTHL. B KaXI0W CTPOKE YKa3bIBACTCS MMs
(aiina v BEIYUCICHHOE 3HAYCHHE XAUI-()DYHKIIMU, HAITPUMED:

rush ccom.dll rush.exe wipe.exe

GOSTR3411-2012-256 (ccom.dll) = 74fc695301ff976cc387b796c5aa4753a534e432f7d0c51766a887a2261al4dc
GOSTR3411-2012-256 (rush.exe) = 562235e45048a227ab2b929f85ac2c31ecddf22¢92h0e65c84724ala6443b7a8
GOSTR3411-2012-256 (wipe.exe) = 443fc035419608bdd3a4h89182599dfd53afb8babb23fod085f8hf2611fb371a

[Tpn HeoOXoaMMOCTH pPE3yNbTaThl pabOThl YTHIMTHI MOTYT OBITH COXPAaHEHBI B OTAEIHLHOM
Gaiine (perucTpalyoOHHbBI (ailn), A1 KOTOPOro TaKKe ¢ MOMOIIbI0 FUSN MOXKET OBITh BBIYHCICHA
XOUI-(OYHKIHS:

rush ccom.dll rush.exe wipe.exe > etalon.crc

2.2. KoutpoJas ueaoctHoctH ¢aiiion

B mporecce skcrutyaraimu [10 CK3U monb3oBaTesb, ¢ MOMONIBIO YTHIHTHI rUSh, momkeH
MEPUOINYECKH BBIUUCIIATh 3HAYCHUS XIMI-DYHKIHUH U1 KOHTPOJUPYEMbIX (DalIOB M IMOIydCHHBIC
3HAUEHUS] CPABHUBATH C ITAJOHHBIMH. DTAJIOHHBIE 3HAYEHUS BBIYUCIAIOTCS moctaBmukoM [10, mubdo
BBIYKCIISIIOTCS CAMUM I10JIb30BATEIEM M COXPAHAIOTCS B PETHCTPALMOHHOM (aiie (cm. 1. 2.1).

(DOpMaT 3allyCKa YTUWINTBI B PEIKUME KOHTPOJIA HCJIOCTHOCTHU (1)aI>'IJ'IOB HUMECCT cnenyloumﬁ BUAO:
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rush [-a]-t] -¢ <list> ...

rae

list - ums (aiina, coaepKaliero CIUCOK IMOJICKANUX KOHTPOJII0 OOBEKTOB, a TAKKE HX
KOHTPOILHEIE CyMMBI'; Kaxaoe uMs (aila Wi KaTalora B CIIHMCKE HPHUBOIUICA B
OTIIEJbHON CTPOKE; MYCThIE CTPOKH, a TaKXKe CTPOKH, HAUMHAIOIIMECS ¢ CUMBONA ‘#,
WUTHOPHUPYIOTCS,

-a - ucnone3oBath mua ['OCT P 34.11-94 y3mer 3aMeHBl OOKa ITOJCTaHOBKU
id-GostR3411-94-CryptoProParamSet;

-t - ucnoib3oBath st [OCT P 34.11-94 TecToBbIC y3/bI 3aMEHBI 0JIOKA MOJICTAHOBKHU.

BI)I60p AJIropuTMa X3MUPOBAHUA OCYHICCTBIIACTCA B PCKHUME KOHTPOJA LEJIOCTHOCTHU
ABTOMATHUYCCKH.

Juis xaxkaoro ¢aiina BEIBOIUTCS €ro HMS U pe3yJIbTaT IPOBEPKHU, HAIIPAMED:
rush -c etalon.crc

ccom.dll: ok
rush.exe: ok
wipe.exe: ok
valid:3 errors:0

Ecxu Bee (aiiinbl ycremHo mpoBepeHsl, rush Bozepamaer ko 0, B MpOTHBHOM cityyae — 255.

3. PETUCTPALIMUOHHAS KAPTOYKA KOHTPOJIUPYEMBIX
PANJIOB

DTaloHHBIC 3HAYEeHUsS XAII-(QYyHKIHUU I KoHTponmpyembix datimoB 10 CK3U BeramcnsioTes
aZIMHHUCTPATOPOM O€30IaCHOCTH M TEpEeNaroTCsl Ha PETHCTPAllMOHHONH KapTOYKe BMECTE C
xommiextoM I1O CK3U.

Peructpanuonnas kapTodka mpeacTaBisgeT coboil daitn uim ero OyMaxKHyl0 KOTHIO, KOTOPbHIE
coJlieprKar:

e Ha3BaHHUE NMPOJYKTAa M HOMEP BEPCHU;
® CIIMCOK KOHTPOJHPYEMBIX (paiiiioB,;
® DTAJOHHOE 3HaYCHHUE XOUI-QYHKIMH IS KaXKJO0ro 13 (aiiioB crimcka.

B kadecTBe mpuMmepa HHMXKE NPHUBOJUTCS COAEPKMMOE TEKCTOBOTO (paiiia perncTpannoHHOMN
KapTOYKH C TIEPEYHEM KOHTPOJIHPYEMBIX (aiiioB:

PETMCTPAIIMOHHAA KAPTOUYKA
KOHTPOJIPYEMBIX (haiiioB

CK3U «Kpumnto-KOM 3.5»

GOSTR3411-2012-256 (ccom.dll) = 74fc695301ff976cc387b796c5aa4753a534e432f7d0c51766a887a2261al4dc
GOSTR3411-2012-256 (rush.exe) = 562235e45048a227ab2b929f85ac2c31ecddf22¢92b0e65c84724ala6443b7a8
GOSTR3411-2012-256 (wipe.exe) = 443fc035419608bdd3a4b89182599dfd53afb8babb23fod085f8bf2611fh371a

Jara

ITonnuce

! ®opmaT maHHBIX perucTpauuMoHHOro (aiia cooTBeTcTBYeT (opMary BbIBOAA YTWIUTHL rush B
PEeKUME BBIYUCIICHHUS KOHTPOJIBHBIX CYMM.
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INPHJIOKEHHUE. CIIMCOK OBFBEKTOB KOHTPOJISA HEJTOCTHOCTHU

B HacrosimeM NpUIIOKEHHH NPHBOIATCS CIUCKH OOBEKTOB, LEIOCTHOCTH KOTOPBIX HOJDKHA
KOHTPOJIMPOBATHCS TIOJIBb30BaTeNeM B mporecce skcruryaTanuu [10 CK3U.

Jnst oneparronnsix cuctem Windows:

BCce auHamuyeckue OubOmmoreku, Bxomsamme B coctaB CK3U «Kpunto-KOM  3.5»
(B cooTBeTCTBHH C HOPMYIISIPOM);

BCE WCIONHSAEMBbIE MOJYJIM M JWHaMuueckue Oubnmorexu, wucnoipdytomue CK3U
«Kpunto-KOM 3.5» B tuHaMu4yecKoii 1100 cTaTH4eCKOH KOMIIOHOBKE;

(aiinbl onepanroHHol cucteMsl ((daitnsl ¢ pacmmpenusmu .dll, .sys, .exe, pasmenieHHbIE B
karanore %SystemRoot% u ero moxkaranorax).

Jst onepanuoHHbIx cucteM Linux/macOS:

Bce pasmensemble OubOmmorexw, Bxomgmue B coctaB CK3U  «Kpunto-KOM  3.5»
(B cootBeTcTBHU C HOPMYIIIPOM);

BCC HCIIOJHSACMBIE MOJAYJIM W pasaensieMble Oubnmorteku, wucnons3yromue CK3U
«Kpunto-KOM 3.5» B nuHamMuueckoii 1100 cTaTH4ecKoi KOMIIOHOBKE;

(aiinpl onepamuoHHOM cHcTeMbl (T.e. comepkumoe karaimoros /boot, /dev, /etc um wux
MO/IKATAJIOTOB).
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